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Source: ITU Global Cybersecurity Index, 2018

Cybersecurity has been identified as a critical strategic pillar of the digital Oman strategy 

Level of commitment: from Green (highest) to Red (lowest)

According to GCI, Out of the 193 Member States, Oman is one 
of the highly ranked countries for cybersecurity commitments



The first ITU Regional 
Cybersecurity Centre (RCC) 
has been set up in Oman 

and is hosted by the 
Information Technology 

Authority (ITA) of Oman and 
Oman CERT. 

Oman ITU RCC Ranked 16th in GCI Chair of OIC-CERT WSIS Prize in 2018
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Ranked 2nd in the Arab 
world and 16th globally in 
cybersecurity readiness in 
the Global Cyber Security 

index GCI.

Elected to be the chair of 
the board of the 

organization of Islamic 
cooperation CERT , OIC-

CERT . the OIC is considered 
to be the second largest 

organization after the 
united nation with 57 
member states and an 

observation status at the 
UN 

Obtained the world 
Information Society Summit 
(WSIS) prizes in the area of 

building security and 
confidence in the use of ICT

Regional and Global Recognitions 
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140 Cyber Security project and Initiatives Delivered 



1- Data collection:

Developed process model using Artificial 

Intelligence and Machine learning to gather, measure 

and normalize Feeds from countless different sources 

based on attack types which leads to reduce the capacity 

storage of collected data feeds.

2- Data forecasting:

Developed predictive models using machine learning 

algorithms that look for trends and predict future attacks 

changes.

3- Website Monitoring: 

Developed a systematic government website monitoring 

that is using Machine learning and integrated with 

national Cyber early warning system to produce 

automated security alert notifications

4- Cyber Incident Management

Cyber Incident Management System (CIMS) developed based 
on ITIL standards to log and track cyber incidents and enhance 
team operation to meet SLA and ensure quality of incident 
handling between incident responders and other teams.

Cyber Security Development and innovation



Cyber Early Warning 
System(CEWS)

Introduction: 
CEWS (Cyber Early Warning 
System) is a threat intelligent 
system that provide early 
warnings of cyber security 
threats against countries cyber 
space by utilizing different 
methods to detect and analyze 
attacks generated from 
Multiple sources.  

 Utilizing AI and machine Learning to detect various 
attacks types 

 It predicts possible attack scenarios to specific 
target Orgnizations

CEWS developed to monitor 5 types of attacks:

 Malware attacks

 Network Attacks

 Web attacks

 IoT attacks

 phishing attacks



productizing and commercialization of Local IPs



Service Based Revenue Based

PPP Model

Percentage of revenue need to be 
shared with the vendor based upon 
the estimated project cost

Percentage of the Service cost to be shared with 
the vendor based upon the estimated project 
cost

Project Cost funded by the 
Vendor

Public Private Partnership (PPP) Approach

 Funded by the Vendor – No initial investment

 Funded by increasing selected Service costs or 

as a percentage of Revenue

 Service costs increase only after Services Go 

Live

 Vendor takes profit markup

SCOPE

Business Process Reengineering, Core 
services automation, Managed Operations, 

Maintain target SLA levels, Knowledge 
Transfer to Ministry staff, Hardware 

upgrades, Software License renewal, Web 
Services integration

Digital Transformations



Revenue 
Based

Service 
Based

No change in service costs

No change in service costs

1

Agency PPP Approach Financial Model

2 major options for financing the eTransformation Projects

Revenue markup applied only on Group 1 Services
Vendor quotes for markup to be charged on top of existing service fees

All Services treated equally

Agency may choose to increase 
Service fees for selected services and 

by how much

Bidder quotes for a percentage of total revenue generated by agency

Payout to Vendor is made as a fixed component after go live of services for the 
duration of the Project

2

Services 
are grouped
into 3 
categories

Group 1
Revenue Generating Services

Group 2 
Citizen Critical Services

Group 3 
Other Services



Build Phase
Year 1

Operate Year 2 Operate Year 3 Operate Year 4

Year 1 Year 2 Year 3 Year 4Go Live

Rollout Phases

Service Cost increased from Go 
Live of Services

Service Cost 
impact

Cash flow from 
Ministry 0% 30% 30%

40%
(Operations & 

Handover)

% of Service / 
Fixed cost cost 

collected by 
Vendor from Go 

Live

100%
Project Implemented on Service Basis

From Vendor

PPP Approach Implementation – Service / Revenue Based 



Year 1 Year 2 Year 3 Year 4

Maximum

Minimum

Baseline

+20%

-20%

Maximum cap 
is applicable

minimum cap 
is applicable

Maximum cap 
is applicable

Application of Minimum and Maximum Limits




